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Introduction

This document provides a technical overview of kiMPS 3.0. It describes how your
account provides a private, protected, and fulhaieed area. Although this document does
not provide the detailed, technical instructionsiafser’s guide, it does provide descriptive
technical information regarding operating systeweleirtualization and the features of your
account. This technical overview also includes dpsons of how resources are managed on
your account and how FairShare technology prowaes account with a distinct advantage
over other solutions. All of this information isggled in the context of the caveats required of
any technical document concerning any Internetetmsrk technology. There are also
notices and document conventions which providewihi information which will familiarize
you with document sources and how instructions bélpresented in customer documentation
for your Linux VPS.

Acknowledgments

In addition to internally developed technologiesux VPS utilizes open-source technologies
and applications which have grown out of developimisting, and revision conducted by
open-source communities around the globe. Thosemtomties include (but are not limited

to) the following:

» Apache Software Foundatiohttp://www.apache.ory/

» Fedora Project, sponsored by Red fhétp://fedora.redhat.com/)
* Free Software Foundatioht{p://www.fsf.org)

* GNU Project fittp://www.gnu.org/

Purpose of this Document

The purpose of this document is to provide desegpintroductory information regarding
Linux VPS. It describes, rather than instructs,atibe features of Linux VPS. Refer to
customer documentation to find out how to use LiNES the core services it provides.

Navigating this Document

This document includes the following sections:
e “Overview of Linux VPS” on page 2.
* “How Linux VPS Provides a Privacy and Protection’gage 4.
« “Alternatives to Operating System-Level Virtualimat’ on page 7.
* “Resource Management and FairShare Technology'age 8.
» “Default Applications for Linux VPS” on page 10.
» “Vinstall Utilities Library” on page 14.
« “Linux VPS Resource Allocation” on page 15.

Introduction 1
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Overview of Linux VPS

This section provides you with a quick introductmfimand context for Linux and the Red Hat
Enterprise Linux (RHEL), the Linux Command Libraand how you might utilize the
features.

GNU/Linux is a UNIX-like Operating System

Linux (sometimes referred to as GNU/Linux or a birhased GNU system) is a UNIX-like
operating system. Linux is distributed under theneof the GNU General Public License as
published by the Free Software Foundation. YouukiWPS account utilizes RHEL, a
widely implemented corporate Linux standard.

Red Hat and Linux VPS

RHEL is based on open standards and is derived tiherRed Hat-sponsored and the
community-supported, open source Fedora projecedaifo locate more information about
RHEL and the Fedora project, refer to the followiigb sites:

e http://www.redhat.com

» http://fedora.redhat.com

The RHEL operating system provides support for GDtdnpiler Collection (GCC) and the
Red Hat Package Manager (RPM). As you perform gondition, administration and trouble-
shooting tasks, apply your previous knowledge @repource software applications. Your
account provides services in a way that assureadt@unt functions as a stand-alone server,
independent from any other account. The accourg@tpspecific processes, applications,
users, and files. Utilize root access and grantsxto any ports. The account supports
multiple users and provides you with access ttogh. Data backups, server security and
software updates are updated through of servevamtupdates which often do not require
your intervention. Your account is a hosting enwirent which provides you with an
approximation of your own virtual machine. Keegmind that although your account shares
remote hardware with other accounts, your accooes ehot share software. Each account has
its own complete directory structure and set oficidd applications such as Web server and
mail server. Your account can be remotely reboutittabut affecting any other accounts
served by the physical hardware. Your account mspti@nt with server monitoring software
applications. Configure your account to supporttipld users with super user daugo),

shell, Web, File Transfer Protocol (FTP) and/or émavileges. The RHEL operating system
provides a compatible base for operating- systeml kgerver virtualization, skel package, and
copy-on-write optimization.

The Linux Command Library

Your account also supports your access to the L&omxmand Library (oman pages) which
provides information about the full command setparfed by your account. Man pages also
provide information about system calls, libraryigaspecial files, as well as file formats and
conventions.

Overview of Linux VPS 2
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How to Utilize Linux VPS Features

Following are examples of how to utilize the featof your account:
* Host an e-commerce Web site
» Support a corporate intranet
* Build a custom development environment
» Provide Web-based calendaring
» Provide multimedia applications
* Host an online game site
* Manage an email system
» Create a customer support tracking system
» Backup important data
* Host multiple Web sites

Overview of Linux VPS 3
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How Linux VPS Provides a Privacy and Protection

Linux VPS provides a private and protected areadparates as an independent server. Linux
VPS behaves as if it is, in fact, a stand-alonesfgay server offering excellent security,
performance, and flexibility.

Operating system-level server virtualization creaselated, secure virtual environments on a
single physical server. Server virtualization eraliletter server utilization and ensures
applications do not conflict. Each account perfoemd executes as a stand-alone server can.
Reboot your Linux VPS account independently ancetand assign account root access,
users, IP addresses, memory, processes, filescaiphs, system libraries and configuration
files.

Your Linux VPS behaves as a stand-alone Linux setivbas standard startup scripts and
software from multiple vendors can operate in theoant without modification. Change any
configuration file and install additional softwarkhe file system, the processes, Interprocess
Communication (IPC) mechanisms, and sysctl vasadrle always fully isolated from any
other account. Processes which belong to your axt@re scheduled for execution on all
available processing power.

Your Linux VPS includes its own IP address (ooien set of IP addresses). The network
traffic of your account is isolated from all otharcounts. Traffic snooping is not possible.
Manipulate your accounts routing table using adedrouting features.

Resource management controls the amount of resoavadlable to your account. This
enables the quality of service to meet the ser@eel agreements associated with your
account. The operating system-level server virtaditbn also provides performance and
resource isolation which protects your account fd@nial of service attacks.

The isolated environment of the Linux VPS is es&iiald by creating a server sandbox. Each
Linux VPS has its own complete directory structarejrtual file system, its own set of
independent applications (Web server, mail servarsgecurity policy that limits one Linux
VPS from interfering with, or even seeing, anothiaux VPS; and advanced resource
management, which controls how system resourceshared among Linux VPS accounts.

* Functional Isolation -- Each Linux VPS (and the applications that raritpare
configured independently. Customers have full adstriative control, including the
ability to install, customize, and run almost amgtom or off-the-shelf application.
Additionally, customers have complete control aithLinux VPS configuration and
settings.

» Fault Isolation -- Similar to separate physical servers, a fautinie application running
within a Linux VPS account does not affect any aggpions running on other Linux
VPS accounts on the same physical server.

» Performancelsolation -- FairShare technology manages how each Linux ¥§&S
system resources like Central Processing Unit (CRigmory, and network, which
protects each Linux VPS from the misbehavior okatlon the same server.

Operating System Level Virtualization Features

The software architecture of operating system-lgirghalization is different from traditional
virtual machine architecture because it always thasame operating system (OS) kernel as
the host system. It does this while continuingrial#e multiple Linux distributions in
individual Linux VPS accounts.

This single-kernel implementation technology enalyleu to run Linux VPS accounts with
near-zero overhead. Linux VPS accounts offer arronflmagnitude higher efficiency and
manageability than traditional virtualization teckogies.

How Linux VPS Provides a Private and Protected Area 4
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Each physical server utilized by Linux VPS is dedfdinto small computational partitions.
Each patrtition operates as a real, physical seRa@rUnix-like systems, Linux VPS
technology is similar to an advanced extensiomefdtandardhroot mechanism.

Operating System-level Virtualization

From the point of view of applications as well asux VPS users, each Linux VPS is an
independent system. This independence is provigieduirtualization layer in the kernel of
the Host OS which is an operating system installethe Hardware Node (HN), a computer
where the Operating System level virtualizatiomsalled for hosting Linux VPS accounts.

Note: Only a small portion of the CPU resources is spantirtualization (approximately
one or two percent). The main features of the alization layer implemented in operating
system-level virtualization are the following:

* Any Linux VPS looks and behaves like a regular kisystem. It has standard startup
scripts; software from vendors can run inside aikiPS without operating system-
level virtualization-specific modifications or adjent.

» A user can change any configuration file and ihstadlitional software.

» Linux VPS accounts are completely isolated fromheattier (file system, processes,
Inter Process Communication (IPGysctl  variables).

» Processes belonging to a Linux VPS are schedulegkicution on all available CPUs.
Consequently, Linux VPS accounts are not boundhtp @ane CPU and can use all
available CPU power.

Network Virtualization

The network virtualization layer isolates Linux VB&counts from each other and from the
physical network:

» By default, each Linux VPS has its own IP addresaddition, Linux VPS offers the
fee-based option of supporting multiple IP addresse

» At all times, network traffic for one Linux VPSisolated from the other Linux VPS
accounts. In other words, Linux VPS accounts aotegted from each other in the way
that makes traffic snooping impossible.

» Firewalls may be used inside a Linux VPS (the gs@rcreate rules limiting access to
some services using the canonipadbles  tool inside the Linux VPS). In other
words, it is possible to set up firewall rules framaide a Linux VPS. In addition, IP
tables can offer dynamic Denial of Service (DoShimans of configurable chain rules

* Routing table manipulations and advanced routiagufes are supported for individual
Linux VPS accounts. For example, setting diffemakimum transmission units
(MTUs) for different destinations, specifying difést source addresses for different
destinations.

» IP tables can offer dynamic Denial of Service (Dbg)means of configurable chain
rules.

Resource Management

Resource management is important for Linux VPSizdtion of the resources available on
your account is considerably higher than that pfdgl computer system. Linux VPS resource
management controls the amount of resources alatiaeach Linux VPS accounts. The
controlled resources include such parameters aspoiégr, disk space, and a set of memory-
related parameters. Resource management enableacgmunt server to efficiently provide
the following functions:

How Linux VPS Provides a Private and Protected Area 5



Linux VPS 3.0 Technical Overview

» Share available resources among individual accounts

« Maintain a server’s part in network Quality of Seev(QoS).
» Isolate performance and resource isolation.

» Protect the server from Denial of Service (DoSaGks.

e Collect usage information for system monitoring.

Skel Package

Technicians pre-configure each Linux VPS accoulittt the following core services residing
on the virtual private server account:

* Web -- Hypertext Transfer Protocol (HTTP) and HTTPS

» Email -- Simple Mail Transfer Protocol (SMTP), P@sfice Protocol (POP), and
Internet Message Access Protocol (IMAP).

» File Transfer Protocol (FTP)
» Shell access tools -- Telnet, Secure Shell (SSigh c

These core services are managed by support staffab be configured by the customer to
run according to their specific needs. Our supgtaff will provide basic instructional support
for configuring and using the core services, ad afmaintaining the system functionality of
these services free of charge. We reserve the togidjust Linux VPS resources as required
to preserve an optimal operating environment fbrialux VPS customers.

By default your new Linux VPS account is pre-coafigd as a Web and email server. Your
account begins as a copy-on-write (COW) imagetethnician-tested, basic RHEL
installation. However, you can configure your LindRS account to provide additional
services

Copy-on-Write

RPM

Linux VPS fully utilizes the advantages of a CopyA\&'rite (COW) file system. As you
update and customize the server, Linux VPS consinoieise central files maintained by
technicians through file system overhead with skek COW file system ensures that your
server has relatively unfettered access to sysésmurces such as Random Access Memory
(RAM). Over time, files which are unique to your mserver and configuration can grow in
size to suit own your needs.

The COW file system is especially important fotwél memory operating systems; when a
process creates a copy of itself, the pages in methat might be modified by either the
process or its copy are then marked copy-on-wiitieen one process modifies the memory,
the operating system’s kernel intercepts the ofmrand copies the memory. It does this so
that changes in the memory associated with onespsoare not visible to any other processes.

The ability to sparsely use memory is an imporgaantage of the COW file system. This
advantage is because the usage of physical membryncreases as data are stored in
physical memory. And this enables efficient haditesito be implemented. The hash tables
use only a little more physical memory than neagstastore the objects they contain.

Your Linux VPS account supports RPM, an open packpsystem for Linux and UNIX
systems distributed under the terms of the GPL.gdukage maintains a database of installed
packages and their files. This enables you to ra@irgnd upgrade your account
configurations and customizations with minimal rifdosing them as you do so.

How Linux VPS Provides a Private and Protected Area 6
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Alternatives to Operating System-Level Virtualization

Linux VPS technology virtualizes servers on an apieg system (okernel) layer. The
technology partitions a single physical server imtatiple small computational partitions.
From the point of its owner, each partition opesats though it is a physical server. For
UNIX-like operating systems, this technology prasdan advanced extension of the standard
chroot mechanism.

The operating system level architecture has lowleead that helps to maximize efficient use
of server resources. Due to a single-kernel apprdhds type of virtualization introduces

only a negligible overhead and enables hundredstofl private servers to run on a single
physical server. In contrast, approaches such agaf® workstation virtual machine
emulation, Xen machine para-virtualization, anddser Mode Linux (UML), cannot achieve
such a high level of density. This is due to therbead required by multiple kernels.
Operating system-level virtualization does not émgbu to run different operating systems
(or kernels).Different libraries and distributions of an opiimg system are possible.

To be fair, using operating system-level virtuaiiza means the response time of a Web
server does increase as the numbers of virtuat@mwients are increased. However, response
times are acceptable (under two seconds) on aqalys@rver with 75 Gigabytes (GB) of
Random Access Memory (RAM) when over 100 virtualisonments are operating on the
server. In comparison, emulation and para-virtadilim implementations can typically host
only approximately 10 virtual environments on a@B physical server.

As there is a single kernel which maintains all plaetitions, isolation and resource
management become critical. Without proper isotasiecurity can be compromised, and
without proper resource management an applicatamm bne partition can abuse resources
and thus cause a denial of service (DoS) for gihetitions. The following are examples of
finite resources which must be controlled and kaibn a per-partition basis:

 CPU time

» Disk space

* 1/O bandwidth

* Network access

+ RAM

e Shared memory

» Locked pages

* Number of processes
» Socket buffers

Linux VPS technology provides a set of more thaertty finite resources which are
controlled and limited on a per-patrtition basis.

Overview of Alternatives

Following are alternatives to the Linux VPS teclugyl:

e Chroot — A UNIX command-line program to be used for psxmanagement. The
program enables you to run and tightly controletiéht instances of the RHEL
environment on a single system. These instancesigpgimultaneously and without an
intervention such as rebooting.

Although the program offers file system isolatigrdoes not offer any of the other
features of other alternatives.

For more, refer to the manual pages included wighRHEL (or other Gnu-Unix)
operating system.

Alternatives to Operating System-Level Virtualipati 7
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Linux Vserver — An open-source software distributed by the LiMBerver Project
(http://linux-vserver.org/Welcome_to_Linux-VServagpunder the terms of the Gnu
Public License (GPL). The software provides kelagél virtualization for GNU/Linux
systems by enabling multiple virtual units runnongthe same kernel.

FreeBSD Jail — A utility provided by the FreeBSD operating gyst
(http://www.freebsd.ord/ The utility manipulates operating systehnoot capabilities

to provide discrete, secure partitions. For magégrrto the operating system man pages
or, for details regarding the utility refer to ClepFour of thé=reeBSD Architecture
Handbook (http://www.freebsd.org/doc/en_US.ISO8859-1/boolciar
handbook/jail.html

Containers (or Zones) —The Solaris Enterprise System
(http://www.sun.com/software/solafigirovides support for isolated, virtual
environments within one physical server. Theserenwments are referred to zmes or
containers. For more, refer to theones and Containers FAQ located on the Open
Solaris Web sitehftp://www.opensolaris.org/os/community/zones/faq/

Virtuozzo — A solution which provides isolated partitiondted operating system level.
For more, refer to the SWSoft Web sitgt://www.swsoft.com/en/products/virtuoazo

Features offered by Linux VPS

The alternatives offer some, but not all, of thatdees of Linux VPS. Only the Linux VPS
implementation of operating system-level virtudiiaa offers all of the following features:

File System Isolation
Disk Quotas

I/O Rate Limiting
Memory Limit

CPU Quotas

Network

Isolation

Partition check pointing
Live migration

Alternatives to Operating System-Level Virtualizati 8
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Resource Management and FairShare Technology

The phrasé-air Share refers to an innovative technology which promdéésuse of shared
system resources such as CPU, memory, and netesokirces. The technology enables
customer Web sites and applications to performistergly. It does this by preventing any
single Linux VPS from abusing shared resourceshEawux VPS is provisioned with an
allocation of its own disk space and processesiXWPS controls usage of a number of
resources including CPU, memory, and network.

Resource allocations and FairShare technologysae 1o accomplish two specific goals:
» Prevent abuse by any single Linux VPS
» Differentiate the capacity of Linux VPS plans

A core principle of FairShare technology is to daadach Linux VPS to access appropriate
levels of resources while preventing any singleukivPS from abusing those resources by
using more than its fair share. Usage thresholelpat into place to prevent abuse. Available
resources and the demand on those resources tidateethe performance of each Linux
VPS account.

There are three Linux VPS plans, as follows:
* Linux VPS Basic
e Linux VPS Pro
e Linux VPS Pro Plus

During a low-activity period on the server, a LindRS could use as much CPU as it
demands. However, at the point there is competftothat CPU resource, usage thresholds
are applied and the Linux VPS plan type dictategsg to available resources. Each Linux
VPS is allocated its fair share, but the fair shara Linux VPS Basic plan is less than that of
a Linux VPS Pro. And the fair share of a Linux VP® is less than that of a Linux VPS Pro
Plus.

Resource allocation and the implementation of Feir8 technology provide an important
competitive advantage of the Linux VPS platformeTiformation significant to customers is
that which will guide appropriate usage of eachukivVPS plan and possibly indicate when
an upgrade to a larger Linux VPS plan is neces§drg.guidelines below may assist
customers in making such decisions.

The main goal of resource management in OperatysteBi-level Virtualization is to provide
Service Level Management or Quality of Service (RioELinux VPS accounts. Resource
management settings prevent serious impacts negdiitm the resource over-usage
(accidental or malicious) of any other Linux VP@@ants. Using resource management
parameters for Quality of Service management aisbles data center administrators to
enforce fairness of resource usage among Linux &f28unts and service quality for Linux
VPS accounts.

Resource Management and FairShare Technology 9
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Default Applications for Linux VPS

The following table describes the applications Whace installed by default in the
configuration of your Linux VPS account. In additjdhe table provides an overview of the
location and usage of the application.

\re

be

5

n
ty

Application |Location Usage
Apache e Main: Apache modules are code segments that 3
modules www/modules written to comply with the Apache API
specification and can be loaded into the
Apache Web Server. Apache modules can
loaded in one the following ways. The
modules are statically loaded in the compil
httpd daemon. Or they are dynamically
loaded in the Web server configuration file
Auto . N/A Through CPX: Control Panel, your accoun
responder supports auto responder @ito reply) as a
support means of distribution for information about
your organization. It provides an email alia|
which executes a program that automatically
replies to any email sent to the specified
address.
FTP server + Configuration: proFTPD provides anonymous configuratic
[etc/proftpd.conf and support for the Transport Layer Secur
« Main: (TLS) protocols such as anonymous File
Jusr/sbin/proftpd Transfer Protocol (FTP) and FTP server
Jusr/shin/in.proftpd processes. Your account supports unlimite
FTP users.
GCC « Main: GNU Compiler Collection (GCC) provides
lusr/bin/gcc program language compilers.
* Main Library:
{usr/lib/gcc
* Documents:
/usr/shre/doc/dovevot-
0.xx.yy

Resource Management and FairShare Technology
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rts
ell

Application |Location Usage
IMAP Documents: Your account uses Dovecot as secure
lusr/share/doc/dovecot- Internet Message Access Protocol (IMAP)
O-X{(-W server software. Your account does not limi
Main: the number of IMAP email users.
/usr/sbin/dovecot
Other Important Directories
/var/run/dovecot
/var/run/dovecot-login
Configuration:
/etc/dovecot.conf
/etc/pam.d/dovecot
OpenSSH Documentation: OpenSSH provides connectivity tools that
lusr/share/doc/ encrypt all traffic (including passwords) to
open.ssh-3g eliminate eavesdropping, connection
Configuration: hijacking, and other attacks. OpenSSH als
letc/ssh supports secure tunneling capabilities and
Main Files: several authentication methods, and suppd
lusr/bin/ssh commonly used versions of the Secure Sh
lusr/bin/scp (SSH) protocol.
lusr/bin/ssh-agent
Other Common SSH
Utilities:
/usr/bin
Perl and « Mod_perl: Perl provides a cross-platform programmin
mod_perl /mww/modules/ language.
mod_perl.so
» Main perl executable:
{usr/local/bin/perl
* Main perl directory:
lusr/lib/perl5
POP Server | . N/A Your account supports Post Office Protocd
(POP) services for the purpose of handling
email. Your account does not limit POP
email users.
Python » Main Executable: Python provides a dynamic programming
{usr/bin/python language comparable to Tcl, Perl, Ruby,
. Library: Scheme, and Java.
lustr/lib/python2x
* Docs:
l/usr/share/doc/python-
2xyl

Resource Management and FairShare Technology
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Application |Location Usage

Red Hat Main Version: Linux VPS utilizes the Red Hat Enterprise
letc/redhat-release Linux (RHEL) operating system version
RPM: 3.Xxy.
/bin/rpm Red Hat Package Manager (RPM) version

3.x.y provides a command line-driven
package management system. The package
enables you to install, uninstall, verify,
query, and update software features on your
account.

Ruby ¢ Main Executable: Ruby provides interpreted scripting language
/usr/bin/ruby for object-oriented programming.

* Main Libraries:
lust/lib/ruby
/ustr/lib/site_ruby

* Main Documents:
/usr/share/doc/ruby-Ly

» Development Documents;
/usr/share/doc/ruby-deve
1xy

Sendmail * Main Executable: SMTP — Sendmail with unlimited aliases.
SMTP Server | jysr/sbin/sendmail
» Main Configuration

directory:
/etc/mail

* Documents:
lusr/share/doc/sendmail

—

SSL * N/A Privacy and encryption provided by suppot
for the Secure Sockets Layer (SSL) protocol
2.0. Your account defaults to utilize a shared
SSL certificate.

Unauthorized | « N/A (a pre-configured | Your account supports Secure Shell (SSH
relay . component of Sendmail) | service undeinetd and enables the ability
protection to limit the rate of incoming SSH
connections to eliminate this additional load.
If you modify yourinetd configuration,
verify your configuration continues to work
with the new configuration.

Resource Management and FairShare Technology 12



Linux VPS 3.0 Technical Overview

Application

Location

Usage

Web Server

Main Directory:
www

Main Executable:
Jusr/sbin/httpd

Main Configuration File:
www/conf/httpd.conf

Restart Apache Script:
/usr/local/sbin/restart_apa
che

Document Root:
/www/htdocs

Documents:
l/usr/share/doc/httpd-2.

Apache HTTP (ofeb) Server and Web

Server Modules provided by the Apache
Hypertext Transfer Protocol (HTTP) Servef
version 2x.

Resource Management and FairShare Technology
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Vinstall Utilities Library

Linux VPS accounts include a library of custom atisttion scripts (orinstall utilities). At
the time of initial release, all Linux VPS planslide a library of vinstall utilities which are
limited to the following:

Note: Java applications are recommended for Linux VPSHRe accounts only. For more,
see “Regarding Java Applications” on page 16.

ClamAvV

CPX: Control Panel

FormMail

Java Development Kit and Java Run-time Environment.
Mailman

MySQL

PHP: Hypertext Processor (php4 and php5)
phpMyAdmin

Postgres

Python

ShopSite (Fee-based, optional feature)
SpamAssassin

SquirrelMail

Swish-e

Tomcat

Urchin

Webalizer

WordPress

Zend Optimizer

Vinstall Utilities Library 14
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Linux VPS Resource Allocation

There are three Linux VPS plan levels: Basic, B, Pro Plus. The plans utilize FairShare
technology as well as operating system-level viization to allocate server resources. There
are six aspects of the resource allocation, agvisii

» Disk Space — Determines the maximum number of gilgah(GB) of data you can store
on your virtual private server account.

» Total Processes — Determines the maximum numbsks$ (both active and inactive)
on your virtual private server account.

» Total Open Files — Determines a maximum numbeiles fvhich the private server can
open at a time.

» CPU Priority — Determines a maximum amount of tine¢ative to other plan types, on
the server hardware Central Processing Unit (CPU).

e Memory — Determines a maximum number of megaby3) (of memory your private
server utilizes.

» Burstable Memory — Determines a maximum number ejabytes (MB) or gigabytes
(GB) of memory available to your virtual privatenger account during short, spikes or
peak usage periods.

The following table describes the resource allaregifor each Linux VPS plan level:

Resource Linux VPS Basic |Linux VPS Linux VPS Pro Plus

Allocations Pro

Disk Space 10 GB 20 GB 40 GB

Total 75 150 300

Processes

Total Open 800 1600 3200

Files

CPU Priority | 1 2 (or twice the | 4 (or quadruple the
priority of priority of Basic)
Basic)

Memory 128 MB 256 MB 512 MB

Burstable 512 MB 1GB 1.5GB

Memory

The following table describes usage guidelinesfrh Linux VPS. There are three usage
guidelines, as follows:

» Bandwidth Usage — Guides amount of data passedghra communication channel
during a given period of time.

* Average Number of Sub-hosts — Guides the numbsulpfhosts supported by your
virtual private server account.

» Average Number of email users -- Guides the nurobsub-hosts supported by your
virtual private server account.
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Usage Guidelines |Linux VPS |Linux VPS Pro |Linux VPS Pro
Basic Plus

Bandwidth Less than Less than 200 Less than 400

Usage 100 GB per | GB per month. | GB per month.
month.

Average 15 30 60

Number of Sub-

hosts

Average 50 100 200

Number of

Email users

Suggested Uses and Applications by Plan

Following are suggested uses for a Linux VPS Bplsin:
*  Web sites
*  Email

Following are suggested uses for a Linux VPS Paa:pl
» Web-based Commerce (BrCommerce)
+ Databases
» Dynamic Applications

Following are suggested uses for a Linux VPS Pus Blan:
* Multimedia development suites
» Enterprise development suites
» Java Development Kit (JDK)

Regarding Java Applications

Note: Many Java applications consume significant CPUraathory resources and may not
be appropriate for use on a Linux VPS. Java agiica on a Linux VPS should be
restricted for use only on Web sites with a lowentpd workload. In addition, some larger
Java applications may not be suitable for use binax VPS even with low workloads. You
must conduct sufficient performance testing of ydawva application on a Linux VPS before
relying on it for critical business needs. You minsiid contingency plans in case your Java
application does not perform as expected; alteraalutions may include:

» Extensive optimization of the Java application

* Moving the Java application to a dedicated serveh s the Managed Private Server
(MPS).

» Implementing an alternative solution to using JdFar example, moving away from
Java to an optimized C program.)

There are a wide range of Java-based applicatBomee are designed to handle multiple
services and others focus on a smaller range vicesr As an example, Zimbra
(http://www.zimbra.con)/is open-source server and client software usguldoess email,
group calendaring, and contacts. In addition, tfensare supports Web document
management and authoring. The software offers a vadge of services, some of which
duplicate applications included with the defaulbfdguration of Linux VPS Pro Plus. The
software offers these services by drawing on Jadata own, duplicate installation of
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Caveats

Tomcat. These factors make the software bettezdtit a more powerful, dedicated server
offering such as MPS.

Alternatively, JSP Wiki lfttp://www.jspwiki.org) uses standard Java 2 Platform, Enterprise
Edition (J2EE) components such as Java, serviedsJ&P. The software enables
collaborative authoring for Web sites. The softwamables visitors to comment upon, add to,
or remove from Web page (aiki) content. The open-source software focuses ongingva
singular, unique service. It does this by utilizthge Java components which are part of the
default configuration of Linux VPS Pro Plus. Ana tboftware does not duplicate services
which are also supported by Linux VPS, such aslemai

JSP Wiki is an example of a Java-based applicathuoh is well-suited to Linux VPS Pro
Plus only when put under low to moderate worklo&sults will vary by application, but
JSPWiki running on a Linux VPS Pro Plus will pofaity handle up to tens of thousands of
wiki page views per day. Should hundreds of thodsanf wiki page views per day be
required, upgrading to a dedicated server sucim &84RS is recommended.

For details of Linux VPS plan resource allocatiansl recommended usage, please refer to
the following sections of this document:

e “Linux VPS Resource Allocation” on page 15.
» “Suggested Uses and Applications by Plan” on pdge 1

Each Linux VPS operates in a sandboxed environtheniprotects, but does not always
prevent, performance from being impacted by andtirrx VPS. All customers share some
common resources including CPU, memory, networH, disk space. Resource availability is
not guaranteed.

The information in the tables above is providedifdormational purposes only and must be
recognized as a guideline and not a performanceagtee. Operating system-level
virtualization technology combined with sound seraéministration practices will enable
resources to adjust as required in order to presmoptimal operating environment for all
Linux VPS customers.

Actual resource availability may fluctuate both eb@nd below these values. Ultimately, the
demand on available resources will determine thitopmance of each Linux VPS. While this
information may be helpful in gauging appropriasage, it should not be the sole determinate
in capacity planning.

We reserve the right to adjust Linux VPS resouserequired. These adjustments preserve
an optimal operating environment for all Linux VB&ounts.
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Document Conventions

The conventions used in this document are desitmbd completely predictable and are used foraHeviing
specific purposes.

Conventions List

Typeface Usage

Italic Used to indicate the following:
The first mention of new terms in any informatiamtuFor example:
Therudaplex and thestrataguide have been the modified for this model.
References to titles of books, chapters, headi@Ds, diskettes, or software
programs. For example:
Refer toThe Technical Manual for technical term descriptions.
Variables that the user types. For example:
Type theUser ID in theUser ID text box.

Bold Used to indicate the following:
Exact text strings typed. For example: Type ABCDEFG
Keyboard keys pressed. For example: Press Cthea, press Enter.

Blue Underline Used to indicate linked email, IP, Network, or Wadilresses. For example:
Go tohttp://www.microsoft.confor more information about Microsoft
products.

Cross-Reference Used to indicate a reference tthanpart of the same document. The grey

portion of the cross-reference is hot linked todperopriate section of the
document, followed by a page number, also hot-linicethe same portion of
the document. For example:

For more information about the Document Conventisege the "Document
Conventions" on page 18.

Operating System Text Used to indicate text that appears in a shell sadsr an operating system.
The displayed text pertains to operating systerdsly, not application
elements. For example:

TypeLIST MAIN FOLDER . The screen displays tivain folder.

Program Code Used to indicate code listings. For example:

# do something;

}

# check to see if $user has the attrib "atrib'
if (hasKey($user_obj, 'atrib’, $dbh) != 1)
{

print "User not Authorized to update!";25
}

Window Element Window elements consist of anything that is dispthgn window (exclusive
of the operating system). This includes toolbar miéems, drop-down lists
and items in a drop-down list, buttons, or anythéige a user sees on screen.
For example:

From the Printer drop-down list, choose Local RinThe Are You Sure?
dialog box appears. Click OK.
e The following message appealser Not Authorized
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Special Elements

These elements provide a variety of informatiorgmag from warnings that the reader should not netgte
supplementary information and tips that will simplyhance their reading experience.

Used to point out helpful ideas, some not-so-obwil@atures, quick or alternate ways to get a pdatigob done,
and technigues you might not discover by yourdéig Tip List special element is used when multtjde are used.

Note: Used to highlight certain information for the readgenerally, the Note element
provides additional information on the current togiheNotes: special element is used
when multiple notes are required.

Important:
Used for information that is considered more periirto the reader than information

presented in Note elements.

Caution:
Used as a hazard light in customer documentation. Information included in a
Caution element could save the reader from hours of lost work.
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